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Confidence (specifically trust) is one of the fundamem‘a/ e/emem‘s of relationships between people as We// as between people
and technology. It is, coincidentally, also one of the less understood ones. The fdent/zj/ of partners in a re/az‘/ons/?/p has been
taken for granted, but technology has created new C/?a//enges to such casual perception of /dem‘fzfy T berefore it is necessary

to investigate anew the relationship between confidence and identity, to establish the new role of z‘echno/og v In this area.

Specifically, convergent communication is in a good poszz‘/on to benefit from the redraftmg of both c‘onsmfcts provided that

their relationship is properly identified.

1. Introcuction

Both trust {(or confidence} and identity are overloaded wzth
meanings that may potentially lead to problems ‘in
understanding their interrelationship. At the same time such

a relationship is essential for a better understanding of the
implications that the development of technology (specifi-

cally convergent communication) may have on-our society,

influencing technology acceptance and adoption, business.

opportunities, social reactions to technology, as well as
having potential legal ramifications.

The interdisciplinary approach that is used throughout

this paper has been demonstrated to be beneficial in

exploring phenomena that are at the intersection of tech-

nology and society [1]. By observing the social invariar;ts_[
and drivers associated with particular constructs, one can
extrapolate essential technical and business teatures, thus

positioning future developments at the centre of change.

The paper begins by defining both confidence and

Observations about the relevant changes in the modern

landscape follow, with notes on the concept of wrtual_

identities. Conclusions then indicate how convergent
communication should position itself regardmg bothi
constructs. -
2. Definitions

Both confidence and identity are homonyms as they are

overloaded with meanings. Specifically the construct of trust
(that is frequently considered to be an equivalent of con-

identity in a way that facilitates the investigation of the
elationship between them. Next, three perspectives on the
elationship are explored — identity that is enabling
confidence, the way to build confidence in identity, and
finally identity as a stage of a relationship of confidence.

ﬁdence) bears 17 meanmgs {2] The deﬁm’uons prowded
below are selected to highlight features of both constructs
that are important to the conSideratlons presented here.
Fven though both definitions are drawn from the rich set of
existing research, they do not try to umfy the different
appmaches. -

2. ] ( onfidence

For the purpose of this paper conﬂdence can be defmed as a
reasonable expectation of a trustor (person or a dewce) that
the future behaviour of a trustee (agam a person or a
device) will be beneficial for the trustor [3]. This deﬁmtlon
identifies confidence as a belief that trustor has about
trustee. Confidence can also be understood as a personal
trait, as a behaviour or as a decusaon but those concepts of

confzdence are not discussed here. .

If the trustor has no means to inﬂuence the behaviour of
the trustee but relies on their intentions, ‘then we are dealing
with trust; if there is an influence, then we are dealing with
control. In some research, com‘;dence is ca!led ‘trust’ while
its trust and control components are descrxbed as personal
trust’ and ‘institutional trust’ [4]. |

The c:omplexity—based model o'f _C_cjnﬁdehce [5] defines
the relationship between complexity, trust, control and
confidence. Through iterative and recursive combination of
basic bmldmg blocks (Fig 1), the model allows us to capture
the assessment-making process - that leads from six
categories of evidence to the fma\ assessment about
conﬁdence SRR | |

Simplifying the model assumes that confidence can be
achieved either through trust or thfough control. Both paths
require evidence and the value of the. ewdence depends on
the confidence in the source of such emdence Control is
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Figl  The building blocks of a model of confidence.

usually executed through certain instruments so that the
confidence in such instruments influences the overall
confidence. The whole process is constrained by affordable
complexity, where trust requires less complexrcy than
control.

2.7 /dentity

ldentity is a necessary existential attribute of an entity.
identity is defined here as reflected {processed) memories
[6]. Specitically, self-identity is a self-reflection of our own
memory — with no memory present there is no identity to
speak of. Uniqueness of identity is the desired feature that
can be used to distinguish between individuals by means of
their observable properties — otherwise identities may be
mistaken. Note that the identity changes all the time (as new
memories are introduced and old memories fade away), but
the persistence of memory allows us to reconcile old and
new identities.

The fact that different people may have different
memories about the same person leads to the concept of
presentations, as a way by which an individual can create
(whether intentionally or not) several different identities of
itself, that can be used in different relationships. The
contextual integrity of such identities is a foundation of
privacy. - I

Authentication is a process by which one can establish
confidence in an identity of another person, through
observation or interaction. This can be done by recalling a
person’s own memory (e.qg. facial image, behavioural traits,
etc) or — more frequently — to request the other person to
prove the existence of shared memories (e.g. by
demonstrating the possession of a particular item, or the
knowledge of a shared secret}. Representations of shared
memories that are used for authentication purposes are
commonly referred to as credentials. o
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Note that the definition of identity that is presented here
differs from the commonly assumed definition of identity as
a unique property of an individual {that lends itself to the
iIncorrect association between the representation of a
credential and identity). The definition presented here seems
to provide a better explanation for different phenomena
such as presentations and virtualisation of identities
(discussed later), and specifically to the relationship between
confidence and identity. -

3. ldentity and trust in services

The problem of identity and trust is pervasive in business, as
any pusiness relationship should establish the identities of
the parties involved and evolve towards mutual trust.
However, for service innovations the relationship between
identity and trust is of fundamental importance. The service
is frequently aimed at individuals (customers, businesses,
governments), personalised and delivered on demand. From
this perspective, knowing the identity of the service
consumer is the prerequisite of any personalisation and, in
fact, for any reasonable service delivery. Throughout the
industry, the key role of customer relationships (essentially a
continuous appraisal of one’s identity) in the value chain is
clear — the one who can identify the customer is the one
who gets paid. In convergent communication the transition
from transport provisioning to service delivery s
conditioned by the understanding of customer identity. It is
not enough just to provide the bit-pipe to the household if
the consumption of the services is differentiated among its
residents.

Trust comes into play whenever the service goes beyond
an isolated transaction and the nature of the service is not
about transactions but about relationships. Whether the
question is about proactive marketing, quality of service,
recommendations or delayed payment, trust between

- L



service provider and consumer can make or break the
relationship. Facing the soaring cost of customer acquisition,
service providers may be more willing in future to invest in
building a trusting relationship with customers, and movzrgf

away from thinking of them as disposable.

4, Three perspectives

The paper presents three different perspectwes on the‘_
relationship between confidence and identity, to dem-
onstrate that both concepts are inter- depeadej_t_. Firstly, -
identity is viewed as an enabler of confidence. Next,
confidence is used to assess identity. Finally, identity and;’

confidence in relationships are investigated.

4,1 Identity as a confidence enabler
Identity is essential in confidence,

cannot be established. Further, without

[5], identity is a confidence enabler.

There are four enablers described within the model —
similarity, honesty, identity and availability. From the
oerspective of the model, they form four separate frames of
discourse below the one defined by the main subject {where
the trustor reasons about his confidence in the trustee).
Those frames can be viewed as stacked one upon the other
(in the order presented in Fig 2). Each frame is concerned
with a separate question, and — interestingly — all those
guestions refer to the trustor’s confidence in certain
properties of the trustee. Similarity verifies how confident a

trustor is that a trustee’s intentions can be correctly
assessed.
confidence in a trustee’s trustworthiness — a prerequisite to
accepting him as a source of evidence, etc. '

similarity

honesty
enablers with

their frames
of discourse

identity

availability

Fig2  ‘Stack’ of confidence enablers.

as conhdence is.
associated with an individual (device, person, software
agent, etc). Without first veritying identity, confidence
reasonably
persistent identity, evidence of confidence -cannot be
reconciled in time, as evidence cannot be attributed to the
same identity over time. From the perspective of the mode!

lonesty addresses the question about a trustor’s

' --Ce"ﬁﬁ'fid.ence;itrU_St and i_d._e ntity

- BEven though the different. frames ef d;scourse are neatly

_ stacked here, ir realrty these discourses qulte frequen’dy are

cmducted at the same time, on- the :JaS|s of the same

| ev'dence If 3 trustor recejves 'natl frorr a trustee, he can

infer at the same time that a trt stee is avadable and that he
exists. The fact that the trustee sends mazl may be counted
towards h|s honesty and 3 wntmg style can be used to welgh

The re!atlensh:p between 1dent|ty and other enablers
runs quite deep. It is known that personal involvement
(where identity is vmble and W'lhngly disclosed) strengthens
the impact of a message (i.e. increases perception of
honesty]). Conversely, anonymous messages Where identity is
intentionally hidden are treated with suspicion, ‘regardless of
their factual content. Here, availabhty of evidence
regarding identity works to suppert honesty — WhiCh can be
used to estabhsh cenfidence ' :

42  ( onﬁdence and veriﬁcaf/'on of identity

As 1dentlty is a recollection of memories, it is subject to
volatility and imperfection. Through frequent interactions
within a casual context we tend to be confident about the
iC entlt;es of a handful of persons, but iC ent|fy|ng a stranger
may pose a problem (by definition, beirg a stranger implies
that there are no memories present) Shared memories,
written records, paper documents and more recently digital
credentials facilitate the process of the verification of
identity, specrhcaily if there is no- opportunlty for face-to-
face contact. - |

The. venhcatlon of identity estabhshes one’s identity by
comparing and. reconc:lmg nast memorzes with actual
properties of a person, so that new memories can be
associated with the same zcentlty Fo* example, an olg
photograph can be used to identify a person many years
after it was taken. Essentially, the verification of identity
determines whether the person is ‘the same’ person that we
have known some time ago. The process of the verification
of identity is subject to the same uncertainty that is visible in
the assessment of confidence. No verification is perfect as
1o verification can establish an undeniable link between
hast and present memories. .

There is a tension between the personal desire to expose
oresentations rather than one’s true self and the social need
to understand such self. The desire to effectively hide behind
presentations is driven by the fear of non-conformance as
well as by the protection of one’s privacy. In cases of
misbehaviour or compromising one’s presentation, it is
possible to discard the presentatien and start anew,
something that is not possible with one’s ‘true self’.

he digital world has encouraged us to use disposable
identities by making the creation of identity simple and low-
cost. Considering the cost and complexity of establishing a
new identity for the purpose of receiving paper mail (e.g.
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renting a post box) and a new e-mail identity (e.q. at one of
the free mail servers} we can see that creatmg a new d;g;ta!
identity is really not expensive. ; S

The tension between the personal desire to use multiple
presentations and the social desire to establish ‘true identity’
can be addressed by schemes such as Privacy Preserving
Authentication (PPA) [7]. The scheme allows for several
presentations to be cross-verified without actually cross-
linking them. Figure 3 illustrates the principles of PPA
through a simple example. Note that the message ﬂow in
different implementations may vary B } |

Fig3  Hlustration of the principles of the Privacy Presemng
Authentication. |

With reference to Fig 3, assume that B holds two
separate presentations — one to interact with A and another
to interact with C and that B does not want to link such
interactions (following the principles of contextual integrity
18]). If A wants to verify the identity of B, he can engage in
an observation or interaction (1). Such interaction leads to a
certain level of confidence in B’s identjty, following the
model of confidence {5] presented earlier.

If such confidence is insufficient {(so that A has still a
reasonable doubt about B’s identity) then B may engage C
(3} into the process by letting C use the connection that A
has already established with B. By transferring the
connection {4), A does not disclose the presentation of B
that is available to him. Assuming that appropriate protocols
are in place, neither A nor C can correlate those two
presentations of B. However, C can tell A his assessment of
B’s identity. If A is confident that C tells the truth, such
assessment can be used to increase A's confidence in B's
identity.

The disadvantage of interaction over observation is the
fact that interaction requires the active participation of the
person whose identity is being assessed, placing a
potentially unwanted burden on them and decreasing the
usability of technical solutions. However, it C ({and
potentially other participants) can offer assessment of their
confidence on the basis of past observations, then A may
actually benefit from the strong authentication without
alienating B.
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Note that PPA is not a single sign-on scheme such as
discussed in the Liberty Alliance framework [9]. In a smgle
sign-on scheme the lmk betweeﬁ different presentatlons
must be established, so that the verification of one
presentation can be- used fer another, in a different context
In PPA, presentations remain separated, i.e. one prowder
does not know {and does not care) about the presentatzon ot
the same person wnthln another context. '

4.3 /denz‘f@/ 5nd confidence in relationships

The notion of Identity goes beyond that of an mdmdual and
also encompasses group identity, the construct where
individuals develop a s1ared and common zdenttty,
potentially through shared memories and experiences. Even
though such identity is no more than a collective superset of
individual presentations (as individuals may have presen-
tations that do not contribute to the group), group identity
plays an important role in the development of a group.

Considering the long-term dynamics of confidence
(rather then the transactional decision about confidence) we
can see that confidence can be built within the relationship
through phenomena such as reciprocity, experimentation,
etc. It has been noticed [10] that the relationship grows in
distinctive stages, from a control-based one (where the
support of external institutions is needed} through
knowledge-based (where the habitual behaviour of
participants is discovered and accepted) towards identity-
based (where participants identify common interests and
develop shared identity).

-rom the perspective of the model [5], the development
of the relationship can be condsidered as a transition from
external to internal, and from control to trust {Fig 4). The
final stage of the development conforms to the observation
that trust is driven by the encapsulation of interest [11], as
narticipants recognise that their interests are encapsulating
(and is encapsulated by) the benefit of the group. Note that,
interestingly, the alternative path (through external sources
of trust, such as trusted third parties) is not recognised as a
valid path to develop a trust-based relationship.

confidence
path

4 trust

internal  source of

externa

| control

Fig4  The development of relationship.




The strong relationship between the existence of group

identity and presence of trust (as a major component of
confidence) can be used both ways — to determine the
existence of trust {on the basis of shared identity), or to
verity the progress in group formation (by checkmg for s;gns_

of trust).

5. Impact of modernity

Recent events, and particularly the development of d|g|ta|.'_-
technology, have had a profound impact on both confidence |
(specifically trust) and our perception of identity. Traditional

expertise related to the assessment of confidence (and

implied belief in identity) has been challenged by new

communications means. The following is a brief discussion of
some of important aspects of modernity. |

® |Increased removal

Personal  contacts become infrequent  while
technology-augmented remote and indirect contacts
are common. Personal recommendation is gradually
replaced with ({potentially more ‘objective’ and
definitely more globally homogeneous) computed
recommendation scores [12]. That this has a negative
impact on our ability to assess confidence (specifically
trust) can be seen in the uninterrupted stream of
business travellers who prefer face-to-face contacts to
modern telecommunications features. -

®  Proliferation of identities

The complexity and cost of creating and maintaining
digital identities is very low, especially for e-mail
accounts. This creates a strong incentive for short-lived,
lightweight identities (presentations) that can be
disposed of at a whim or when privacy is being
challenged [13]. For an individual, managing these
identities becomes a task in itself, but it is frequently
accepted as a part of the unavoidable cost of existing in
cyberspace. At the same time, certain digital identities
(such as domain names) become increasingly important
and benefit from increasing social and legal protection.

® (Control over trust

There is a growing disenchantment with trust as the re-
assignment of trust from the personal to the
institutional level has resulted in the erosion of sociai
virtues [14]. Trust may have survived in some persooa
relationships, but the predictability, guant:ﬁcatlon anc
modularity of control makes it particularly attractlve
Therefore, the desire to control is a prevailing one,

visible through the proliferation of instruments of
control, be it a surveillance camera or parental control
software (that is quite often, in an unexpected twist of -
social adoption, used by technology-savvy teenagers to |

monitor their parents).

Co_o_ﬁdente', trust and identity

® Automatic authentication

Technology is omnipresent, so- “that the way of
establishing zden’uty (authentzcation) has been subject
to significant influence by technology-driven tools,
such as ever- popular passwords PINs, SIM cards, bank
cards etc, marginalising personal contact and the
numan ability to determine trustworthmess In fact, the
ecent changeover to ‘chip and PIN’ was followed by
the request for merchants not to look at their customers
at the time of the transaction. The barrier that the
technology creates is supposed to improve the
efficiency of = authentication (specifically if the
authenticating party is not human) but possibly too
much faith has been pot in 'the perfec’oon of such
rrethods L

@ D;sposable relationships

The g!obahsatioo of the market specifically the
!ntemet has created the no’oon of the ‘disposable
customer’ — the perception that relationsh;ps between
business partners do not have to be nurtured any more
as there will always be an influx of new customers
worldwide. Identification and authentication has
therefore been reduced to 'mutua"l""hOStthy where each
party learns not to trust the words or the identity of the
other but has to establish - ~expensive  control
mechamsms to safequard transactions

6. Virtual identities

t seems almost impossible to address by any vertically
integrated technical solution, the conflicting needs and
challenges that were brought by modermty Platforms,
enablers and tool-kits provide more flexibility, delivering
common technical  solutions but allowing for flexible
deployment and adaptation depending on social or cultural
needs. Only interdisciplinary research may identify core
technology features in this area [15].

Potentially, the shared question of identity and trust can
be addressed by the concept of virtual identities [16, 17].
We experience growing virtualisation of our physical and
digital space, where new concepts are hiding the
complexities and constraints of underlymg layers while
imposing restrictions of their own. For example, mobile
communication has liberated us from dependence on fixed
links, but it has also redefined the geography (depending on
coverage, link quality, etc) and our soaal space through new
social protocols and behawours R

[dentity can also be virtualised so that layers of identities
can be built on top of existing ones, ‘mashing’ and
transformmg them into new forms of identity. Basic
concepts of identity can be re’camed and relationships
between identity and confidence can. ‘be used to develop
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socially accepted technical platforms to manage vxrtuai
identities.

7. Conclusions

The problem of identity and trust in the digital Space goes
well beyond technology and encompasses socaologzcal as
well as cultural and philosophical questions. The changes to
our living environment that we have experienced in recent
years creates a significant challenge to our understandmg of
identity. Considering this, mterdisc:plmary research into the
interaction between individuals, society and technology is
essential.

There is a strong synergy between our perception of
confidence (trust) and our perception of identity. Therefore
trust and confidence, fundamentals of co-operation and
relationship, may provide valuable insight into the way
identity is assumed, assessed and acquired. This may lead to
new opportunities beyond the traditional ‘identity man-
agement’ type service that can begin to balance the social
need for disclosure with an individual’s need for privacy.

In our opinion there is potentially a place for a new
category of ‘identity operators’ that can provide a bridge
between identities in the physical and the digital worlds,
satisfying conflicting needs through technology platforms
(rather than technology silos) and through the construct of
virtual identities. Within this emerging and rapidly evolving
area, there is a significant role to be played by physically
embedded digital tokens such as smart cards, SIM, EMV, etc.
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